Policy No: A-37

|| INI D Il Electronic Mail Policy

Effective Date: 06/02/2026

PURPOSE:

The purpose of this electronic mail ("email") policy is to ensure the
proper use of the email system and make users aware of what the City
of Indio deems as acceptable and unacceptable use of its email system.
This policy outlines the minimum requirements for use of email within
the City of Indio network.

DEFINITIONS:

SPII - Sensitive Personally Identifiable Information

Email System - Network based method for transmitting, storing, and
receiving digital messages.

Confidential Information - non-public, sensitive data that must be
protected from unauthorized disclosure to prevent financial, legal, or
reputational harm. It includes trade secrets, personally identifiable
information (PII), financial data, and business strategies.

Approved Systems - Technology systems authorized by the City’s
Information Technology Department for conducting official City
business.

SCOPE:

This policy sets forth the appropriate use of any email sent from a city
email address and applies to all employees, vendors, and agents
operating on behalf of the City of Indio and all its entities.



POLICY:

1.

All use of email must be consistent with policies and procedures
of ethical conduct, safety, compliance with applicable laws and
proper business practices.

. Email accounts should be used primarily for business-related

purposes; personal communication is permitted on a limited basis,
but non-related commercial uses are prohibited.

. Users must exercise caution when opening email attachments,

clicking links, or responding to unknown senders. Suspected
phishing or malicious emails must be reported immediately to the
IT Department using established reporting procedures.

. The email system shall not be used for the creation or distribution

of emails which contain any disruptive or offensive messages,
chain emails, pornography, offensive comments about race,
gender, disabilities, age, sexual orientation, religious beliefs and
practices, political beliefs, or national origin. Employees who
receive any emails with such content from any employee should
immediately report the matter to their supervisor or Human
Resources.

. Users are prohibited from sending confidential or sensitive

personally identifiable information ("SPII") (see Handling of
Sensitive Personally Identifiable Information Policy), including but
not limited to credit card numbers, social security numbers, or
driver license numbers without prior authorization and in an
unencrypted manner. Sensitive or confidential information must
only be transmitted using City-approved encryption methods or
secure systems.

. Users are prohibited from automatically forwarding email to a

third-party email system. Individual messages which are
forwarded by the user must not contain SPII or any other
confidential information, or content specified in Section 3.

. Users are prohibited from using unauthorized third-party email

systems and storage services including but not limited to Google,
Yahoo, and a personal Outlook.com account to conduct business,
to create or memorialize any binding transactions, or to store or
retain email on behalf of the City of Indio or any of its entities.



Such communications and transactions should be conducted
through proper channels using approved systems.

8. Emails sent from City email addresses reflect the City of Indio and
its entities and as such, every user of the email system is expected
to exercise good judgement and professionalism when sending or
responding to any email communication, especially if such
communication is deemed sensitive.

9. Employees of the City of Indio or any of its entities shall have no
expectation of privacy in anything they store, send, or receive on
the company's email system.

10. City of Indio may monitor messages without prior notice.
Management and supervisors shall have the right, with approval

from the Human Resources Department, without notice to user, to
access, read, review, and/or copy any email message at any time
for legitimate business, legal, or security purposes.

11. The use of local Personal Storage Table(.PST) files is prohibited.

12. Emails may be considered official records and must be managed
accordingly, even if deleted from a user’s mailbox.

13. Accessing City email from mobile or remote devices must comply
with City security policies, including device security controls,
password protection, and, where applicable, mobile device
management (MDM) requirements. See A-9 Technology
Acceptable Use Policy.

POLICY COMPLIANCE:

1. The City of Indio IT team will verify compliance with this policy
through various methods, including but not limited to: periodic
walk-throughs, video monitoring, business tool reports, internal
and external audits, and feedback to the policy owner.

2. Any exception to the policy must be approved in advance by the
City Manager or his designee, in writing.

3. An employee found to have violated this policy may be subject to
disciplinary action, up to and including termination of
employment.



RETENTION:

. The City of Indio will archive all emails sent to and from the City's
email system for a minimum of two (2) years.

. The email server is not meant as permanent storage of all emails.
To this end all emails older than two (2) years will be automatically
removed from all email boxes. Any email that is identified as a
public record should be stored outside of the City's email system
in accordance with the City's record retention policy.

. Emails created, received, or maintained by City employees may
constitute public records subject to disclosure under the California
Public Records Act (CPRA).

. Upon termination of employment with the City of Indio, a user's
email box will be maintained on the system for ninety (90) days.
After such ninety (90) day period, the email box will be removed.
The City Manager, Assistant City Manager, Deputy City Manager,
City Attorney, or the Human Resources Department may request
that a litigation hold be placed on the email box until it is no longer
needed.

RELATED STANDARDS, POLICIES AND PROCESSES

1. A-9 Technology Acceptable Use Policy
2. A-37 Handling of Personally Identifiable Information
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Bryan H. Montgomery, City Manager

Date: 06/02/2026



